Zoom

Send your Zoom Sign-In/Sign-Out Activity Logs and Operation Logs to Coralogix for
centralized monitoring and analysis. With our automated Zoom integration package,
you gain real-time visibility into account access and administrative actions, allowing you
to quickly identify security risks and operational issues.

Use it to:

e Strengthen your Zoom environment’s security, ensure compliance, and enhance
your ability to respond to incidents effectively
e Cross-reference Zoom events with data from other services in your environment

e Build custom dashboards and alerts with your Zoom event data

Prerequisites
This integration requires the following OAuth Scopes:

e report:read:user activities:admin

e report:read:operation logs:admin

Permissions

To set up this integration in Coralogix, your account must have the following
permissions:

Resource Action Description Details

integration ReadConfi View Deployed Access information about
S g Integrations deployed integrations.
integration Manage Manage Integrations Add, remove, or update
S integration packages.

Learn more about Coralogix roles and permissions here.

Setup
STEP 1: Navigate to the Zoom integration
From the Coralogix toolbar, go to Data Flow > Integrations and select Zoom.

STEP 2: Add a new integration


https://coralogix.com/docs/user-guides/custom-dashboards/getting-started/
https://coralogix.com/docs/user-guides/alerting/introduction-to-alerts/
https://developers.zoom.us/docs/integrations/oauth-scopes-granular/#reports
https://coralogix.com/docs/user-guides/account-management/user-management/create-roles-and-permissions/

Click Add New and provide the following information:

e Integration Name

e Application and Subsystem: These define metadata for the logs sent to
Coralogix. Learn more here.

Click Create.
STEP 3: Authorize Coralogix with Zoom

Click Authorize to install the Coralogix app. You will be redirected to Zoom’s
authorization page. Follow the prompts and click Allow to grant permissions.

Managing your integrations

Once set up, your integration will appear on the Zoom management screen. Use the
right-hand icons to:

¢ Edit existing integrations.

e Delete integrations no longer in use.

& NOTE

Integrations for which the authorization failed or has not been executed will
appear as pending.

Monitoring yourlogs

Monitor your Zoom user sign-in and operation logs in Explore or Custom Dashboards.

Support

Need assistance? Our support team is available 24/7 to help you set up and
troubleshoot any issues.

Reach out to us via in-app chat or email us at support@coralogix.com.
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